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Short description of the topic:
Anonymization of medical data is required for any storage or processing and for data
sharing outside hospitals and dedicated medical data centers. Yet providing such level of
anonymization goes well beyond the removal of identifying metadata and the challenge
is to determine what level of risk of re-identification is acceptable in order to deliver the
potential benefits of data sharing.
The goal of this thesis to develop AI methods for producing anonymized databases of
health data from existing pseudonymized ones in particular for medical images. To this
end, methods for quantifying the risks of individualization, correlation and inference in
medical databases will be first tested and techniques to overcome those risks will be
proposed in a second stage. Various methodologies may be explored ranging from low
level data processing, to generative probabilistic models, and differential privacy[1,2].
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